
17/11/2011 

1 

 Have systems become too 
Complicated? 

- Are Accidents Inevitable? 
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more  {ȅǎǘŜƳǎΩ Resilience) 
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 Background 
ÅAccidents used to be single site/ plant/ 

human error? E.g. -Flixborough 

Å tragic but contained -  

ÅNot any more! 

ÅRecently  a tree in the Alps blacked out 
Italy? 

Å.ǳƴŎŜŦƛŜƭŘΩǎ άƪƴƻŎƪ ƻƴέ ŜŦŦŜŎǘǎ Ŏƻǎǘ ŀ 
Billion! 

ÅA computer virus (Stuxnet) knocked out a 
key Nuclear Facility? 
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Risk Assessment is a Simple,  Natural 
Process 

LǘΩǎ ǘƘŜ ά{ȅǎǘŜƳέ wƛǎƪ ǘƘŀǘ ŘƻƴŜ ƛǘ- 
Three Mile Island ς Responsible Operators stuck to 

their posts taking actions to address an 
emergency they thought they understood ς 
wrong problem ς made it a disaster. 

Chernobyl ς Not so responsible operators trying to 
improve safety resources- ŘƛŘƴΩǘ ǳƴŘŜǊǎǘŀƴŘ 
obtuse reactor dynamics! 

Uberlingen- Conflict between ATC and collision 
Avoidance Radar ς culture clash 

Fukushima ς Seismic and Tsunami? 

Or- is it the Complexity that done it? 
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THE AGE OF DIGITAL ENTANGLEMENT 
Å άhb bh±9a.9w мфΣ нллфΣ ŀ ǎƛƴƎƭŜ ŎƛǊŎǳƛǘ ōƻŀǊŘ ƛƴǎƛŘŜ ŀ 

computer router in Salt Lake City failed. The glitch 
cascaded, preventing air traffic control computers 
nationwide from communicating. Hundreds of flights were 
cancelled. 

  
Å  On May 6, 2010, the Dow Jones industrial average 

inexplicably plummeted almost 1,000 points in minutes, 
only to mysteriously rise before the day ended. Had the 
"flash crash" not reversed itself, a global financial 
meltdown would have ensued.  

 
Å We humans have linked our destinies with our machines. 

Our technology has gotten so complex that we no longer 
Ŏŀƴ ǳƴŘŜǊǎǘŀƴŘ ƛǘ ƻǊ Ŧǳƭƭȅ ŎƻƴǘǊƻƭ ƛǘΦέ 

 
Å  ( DANNY HILLIS  - ²ƘŀǘΩǎ ƴŜȄǘΚ - Complexity ς Scientific American) 
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Autonomous 

Systems - Social, 

Legal and Ethical 

Issues ï RAE Sept 09 

wƛǎƪ ƛƴ /ƻƳǇƭŜȄ ά{ȅǎǘŜƳǎ ƻŦ {ȅǎǘŜƳǎέ 
ÅSystems are becoming more 

Complex, Counter intuitive, 
interactive and interdependent 

ÅAt the same time our 
dependency on them is growing 

ÅRisk Assessment methodologies 
do not currently, adequately 
consider these inter system 
interdependencies 

ÅNo easy way to determine 
cause-effect or escalation 

ÅDifficult to simulate 
unprecedented events and plan 
ŦƻǊ άwǳƳǎŦŜƭŘέ ǳƴŎŜǊǘŀƛƴǘƛŜǎ 17/11/2011 
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So How do we do Systemic Risk? 

Å!ǎ ƻǇǇƻǎŜŘ ǘƻ άƴƻǊƳŀƭέ ǊƛǎƪΚ 

ÅThe problem is that our modern, semi 
ǉǳŀƴǘƛǘŀǘƛǾŜ ΨƭŀƛǎǎŜȊ ŦŀƛǊŜΩ ƳŜŀƴǎ ǘƘŀǘ ǿŜ 
have a number of commonly accepted 
terms which can have a wide range of 
interpretations (divided by a common 
language?)- ŀǎ ǿŜƭƭ ŀǎ άwƛǎƪΚέ ǿŜ ƘŀǾŜ  

ÅThreats, Hazards, Vulnerabilities, 
Defences, Protection, Resilience etc. 

ÅWe understand, but can we differentiate? 
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[ŜǘΩǎ ¢Ǌȅ 
ÅThis is a classic , quantitative way of analysing a 

system failure with Fault Trees and Event Trees 

 

ÅWe can see and define Threats and consequences 
etc. 

 

 

 

Åbƻǿ ƭŜǘǎ ǎƛƳǇƭƛŦȅ ƛǘ ǘƻ ŀ ŎƭŀǎǎƛŎ ά.ƻǿ ¢ƛŜέ 
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Fault-tree 
 

 

Accident 

C
a

u
se

s 
 

Event-tree 
 
 

D
a

m
a

g
e 

¢ƘŜ ά.ƻǿǘƛŜέ aŜǘƘƻŘƻƭƻƎȅ 

Everything leading up to the 
accident 

Everything following the 
Accident 

After the Knot! (La Deluge?) 
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Chw ! ά{Lat[9έ ah59[ ¢I9w9 !w9 {ha9 
C¦b5!a9b¢![ Lb{LDI¢{ Cwha ¢I9 ά.h² ¢L9έ 

PARADIGM 

ÅThe Knot is highly significant, it is the point where we lose 
control 

 

ÅA logical (and useful )definition of ά±ǳƭƴŜǊŀōƛƭƛǘȅέ then follows 
as  - ά¢ƘŜ tǊƻǇŜƴǎƛǘȅ ǘƻ ƭƻǎǎ ƻŦ ŎƻƴǘǊƻƭέ 

 i.e. The Left Hand (LHS) 

 

Å  And similarly άwŜǎƛƭƛŜƴŎŜέ is -  

    ά¢ƘŜ 9ŦŦŜŎǘƛǾŜƴŜǎǎ ŀƴŘ ŘŜǇǘƘ ƻŦ   5ŜŦŜƴŎŜǎΣ ƻƴŎŜ ŎƻƴǘǊƻƭ ƛǎ ƭƻǎǘέ 

                                                                 i.e. The Right Hand Side (RHS) 

Å   !ǊŜƴΩǘ  ǘƘŜǎŜ ƳƻǊŜ Ǌŀǘƛƻƴŀƭ ŀƴŘ  ǊƛƎƻǊƻǳǎ ŘŜŦƛƴƛǘƛƻƴǎ ?    
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MANAGEMENT IMPLICATIONS OF THE  
ά.h² ¢L9έ t!w!5LDa 

ωLHS ς Reduce VULNERABILITY (avoid the accident!) 

Design out branches, ideally ensure inherent safety, limits 

and boundaries ;Design in checks and balances. (ABS) 

 άwL{Yέ ƛǎ ǘƘŜƴ ǿƘŀǘ ȅƻǳ ŎŀƴΩǘ ŎƻƴǘǊƻƭ ƻǊ ƎǳŀǊŀƴǘŜŜ ǘƻ 
stop! 

ωRHS ς (Its going to happen), ensure RESILIENCE! 

Barrier effectiveness/ performance checks, availability/ 
(maintainability), permeability, and degradation 
(complacency, relevance/ credibility/(short) Cuts)  

 - Panic Button, Fail to Safety, ESD, Dump and Recover, 

5ŜŀŘ ƳŀƴΩǎ ƘŀƴŘƭŜΣ wŜǎǇƻƴǎŜΣ wŜŘǳƴŘŀƴŎȅΦ (Airbags) 

Å If the consequences are really serious ς Plan for Worst 
ŎŀǎŜ ǎǳǊǾƛǾŀōƛƭƛǘȅ όƻǊ ƛŦ ƛƴ ŘƻǳōǘΣ ŘƻƴΩǘ Řƻ ƛǘΗύ 
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LHS -Take away the causes, 
Reduce Vulnerability 
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ÅBut how effective are the Barriers really? 

LHS -  ŎŀƴΩǘ ǊŜƳƻǾŜ ŎŀǳǎŜ ƻǊ- 
 for all RHS pathways ς Put up barriers 
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Barriers are the same as in the 
Swiss Cheese model 

Lines of defence 

Defects 

- and fail as in the Swiss Cheese 
model! 

Lines of Defence 
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This means we can still see a path 
ǘƘǊƻΩ - !ƴ !ŎŎƛŘŜƴǘ {ŜǉǳŜƴŎŜ ΧΧ 
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BARRIERSς Defence in Depth or Leaky 
False Comforters? 

Safeguard 3  

Safeguard 1  

Safeguard 5  

Safeguard 2  Safeguard 4  

Loss of  

Control  
Accident  
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Case Study - The Deepwater 
Horizon Incident 

ά¢ƘŜ ōŜǎǘ ƭŀƛŘ Ǉƭŀƴǎ ƻŦ ƳƛŎŜ ŀƴŘ 
men--------------------Κέ 

    Man 1            Environment 0 
 
 
 
 
Illustration based on the National Geographic Magazine Supplement 

 

Intersystem Responsibility? 

ÅBP admitted today its managers on the Deepwater Horizon 
missed key warning signs in the hours before the explosion 
aboard the oil rig, but an internal investigation put much of 
the blame on other companies involved in the well. 

ÅA 234-page report described eight main causes for the blast, 
which killed 11 men and created an environmental disaster.  

ÅBut BP was accused of attempting to pass on the blame for 
its conclusion that Transocean, the rig owner, and 
Halliburton, which carried out cement work, shared much of 
the responsibility. 

ÅSimon Rogers  guardian.co.uk Thursday 9 September 2010 11.31 BST  
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What Went 
Wrong? 

1. ά²ǊƻƴƎέ ƪƛƴŘ ƻŦ ŎŜƳŜƴǘ ƛƴ ǿŜƭƭ       
casing. (Hard, Extant, Unrevealed) 

2. Drill pipe NRV failed. (Hard, Design) 

3. {ǘŀŦŦ άƳƛǎǊŜŀŘέ ƪŜȅ ǇǊŜǎǎǳǊŜ ǊŜŀŘƛƴƎ 
(Soft, Human, Procedures, Training)  

4. Rig crew did not recognise the (oil & gas) 
influx (Soft, Human, Training) 

5. At the surface ς flow diverter failed to 
dump oil and gas overboard(Hard, 
Design, Management of Change) 

6. Oil and gas vented directly on to the rig 
(drilling floor)( Hard, Design) 

7. Fire Detection/Prevention system failed 
ς άŀƭƭƻǿƛƴƎ ŦƭŀƳƳŀōƭŜ Ǝŀǎ ƛƴǘƻ ǘƘŜ 
ŜƴƎƛƴŜ ǊƻƻƳǎέ όIŀǊŘΣ 5ŜǎƛƎƴύ 

8. ¢ƘŜ άŦŀƛƭǎŀŦŜέ ōƭƻǿƻǳǘ ǇǊŜǾŜƴǘŜǊ ό.ht 
Stack) failed. Fire prevented remote 
shutdown, but the BOP had flat 
batteries and a faulty solenoid anyway.             
(Jackpot!) 
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The Simplistic (Subtle) Message (not me Guv!) 
we had everything in place- it just fell over? 
 Look at all these (independent?) Barriers! 

From the BP Report 
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Design Implications of the Bowtie 
and Barriers  Paradigm 

- If the Blowout is the Knot 
ωLHS ς Reduce VULNERABILITY (avoid the accident!) 

Design out branches, ideally ensure inherent safety, limits 
and boundaries  

Design in checks and balances. 

ωRHS ς (Its going to happen), ensure RESILIENCE! 

Effectiveness checks(performance criteria), availability 
(maintainability), permeability, and degradation 
(complacency, relevance/ credibility/(short) Cuts)  

-Ideally Fail to Safety, Redundancy, ESD, Dump and Recovery 

Å If the consequences are really serious ς Plan for Worst 
ŎŀǎŜ ǎǳǊǾƛǾŀōƛƭƛǘȅ όƻǊ ƛŦ ƛƴ ŘƻǳōǘΣ ŘƻƴΩǘΗύ 

     Now (re)look at all these (independent?) BP Barriers! 
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BP project had LHS Barriers, (to reduce 
their vulnerability, of Three kinds) 

1. Lǘ ǿŀǎ ŘŜǎƛƎƴŜŘ ǘƻ ŜƴǎǳǊŜ ǿŜƭƭ ŎƻƴǘŀƛƴƳŜƴǘ ŀƴŘ άǎƘǳǘ-
ƛƴŀōƛƭƛǘȅέΗό.ŀǊǊƛŜǊǎ мϧнύ 

2. There was a range of instrumentation, procedures, 
training and designated management responsibilities 
ǘƻ ƳƻƴƛǘƻǊΣ ŎƘŜŎƪ ŀƴŘ ŀǎǎǳǊŜ άƴƻǊƳŀƭέ 
behaviour(Barriers 3&4) 

3. ¢ƘŜǊŜ ǿŀǎ ŀ ŘŜŘƛŎŀǘŜŘ ά.ƭƻǿ ƻǳǘ tǊŜǾŜƴǘŜǊέ ŦǳƴŎǘƛƻƴΣ 
cabin, full time operator, instrumentation and 
ŜƳŜǊƎŜƴŎȅ ǾŀƭǾŜǎ ǘƻ ǇǊƻǘŜŎǘ ŀƎŀƛƴǎǘ ά[ƻǎǎ ƻŦ /ƻƴǘǊƻƭέ 
(Barriers 5&6) 

But ---Design, construction, systems and procedures all 
failed --- it was (de facto?) very VULNERABLE? 

The project had RHS ς (Resilience) Barriers  
again three kinds  

 1. Fire and Gas Detection, and Ignition 
prevention/suppression to avoid Fire, (Barrier 7  
ǎƘƻǿƴ ǘƘŜ ǿǊƻƴƎ ǎƛŘŜ ƻŦ ƪƴƻǘ ƛƴ .tΩǎ ŘƛŀƎǊŀƳΚύ 

2. Emergency Procedures/drills to Isolate/ disperse 
potential casualties ( note it worked for support 
vessels) (Barrier ? unclaimed) 

3.  Sub-sea wellhead BOP valves to seal in the well. 

Again all failed , so they were highly Vulnerable and as it 
turned out also had no effective defences(B8) 

                        =  Zero Resilience? 

                        How can that be? 

 What mouse was eating their CHEESE? 
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Context? 

Å There are a number of incidents (Flixborough, Chernobyl, 3 Mile 
Island, Exxon Valdez, Buncefield, etc.) which have such an impact 
that it changes the way the public views, (Trusts?), those 
industries and those of us involved in their design, operation, risk 
management, prevention and regulation; all of which, 
apparently/(demonstrably!) proved inadequate.  

Å The BP report on the accident sheds some light on the factual and 
physical elements in play, but is written, inevitably and 
understandably with one eye on the looming litigation and (over) 
simplified for ease of reading. 

Å This presentation argues, however, that dumbing down the 
challenges and complexity of the analysis publicly presented, to 
the level of simplistic concepts of an earlier era, does not inspire 
the confidence we need to restore; that we nevertheless do now 
have the tools and expertise required to learn and apply the 
lessons learned.  
 

Too Simple? 
Å Have we gone overboard to oversimplify? 

Å LΩƳ ƴƻǘ ƴŜŎŜǎǎŀǊƛƭȅ ƭƻƻƪƛƴƎ ŦƻǊ ŜȄǘŜƴǎƛǾŜ ŀƴŘ ŜȄǇŜƴǎƛǾŜ ǊŜŀƳǎ ƻŦ Ŧŀǳƭǘ 
trees and event trees here! 

Å But, there are better ways used routinely by many companies with 
significant issues and liabilities from their day to day operations, which 
could throw more light on how on earth all these barriers decided to fail 
together, at the most unfortunate time.   

Å One of these approaches ς ACCIMAPS (Rasmussen), even utilises BOW 
¢L9{  ŀƴŘ wŜŀǎƻƴΩǎ .!wwL9w{Σ ōǳǘ ƴƻǿ ǘƘŜȅ ŀǊŜ ƛƴ ƭƻƎƛŎŀƭ ¢ǿƻ 
Dimensional Cause/ Effect structures;  

Å and can fail through both Equipment and Human failings; 

Å As well as Neglect (Unrevealed), Complacency and Ignorance; 

Å As well as buckling under Environmental, Economic, Political and 
Corporate pressures. (e.g. Challenger Space Shuttle) 
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ICAM2 
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ACCIMAPS ð 2D Analysis of incidents! 

ÅRasmussen showed and we have demonstrated in 
ǊŜŀƭ ŀŎŎƛŘŜƴǘ ŀƴŀƭȅǎŜǎΣ ǘƘŀǘ ǘƘŜǊŜ ŀǊŜ άƳƻǊŜ ǘƘƛƴƎǎ ---
-έ ǘƘŀƴ ƴǳǘǎΣ ōƻƭǘǎΣ Ƴŀƴǳŀƭǎ ŀƴŘ ŎƘŜŎƪƭƛǎǘǎ ǿƘƛŎƘ 
affect system performance and event outcomes; 

    and very often can affect multiple(if not all!) of these 
supposedly independent, barriers. 
 
ÅThese Influencing layers include Environmental, 

Human, (operators, managers),Cultures, (corporate, 
nationaland political(regulatory)) and socio economic 
pressures. 
 
ÅSo his Accimaps are a more realistic  way of looking at 
ŀƴŘ ŀǎǎŜǎǎƛƴƎ ǘƘŜ ŜŦŦŜŎǘƛǾŜƴŜǎǎ ƻŦ άōŀǊǊƛŜǊǎέ 
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So What is the Relevance to this 
Incident? 

Å In this case the company needs to look again at the effect of pressures 
affecting human performance in that environment. 

Å Economic and (lack of?) Regulatory pressures need also to be identified 
and their mode of influence recognised. 

Å It was almost certainly not the result of the sudden, simultaneous and 
statistically improbable failure of 8 completely independent 
Barriers!(extant fail and unrevealed) 

Å But we do need to recognise their inherent complexity as more than 
ǎƛƳǇƭŜ άwŜŀǎƻƴ-ŀōƭŜΚέάŎƘŜŜǎŜέ .ŀǊǊƛŜǊǎΗ 

Å ²Ŝ ƴŜŜŘ ǘƻ ǳǎŜ άǎǘŀǘŜ ƻŦ ǘƘŜ ŀǊǘέ ǘƻƻƭǎ ǘƻ ƳŀƴŀƎŜ άǎǘŀǘŜ ƻŦ ǘƘŜ ŀǊǘέ 
ǇǊƻƧŜŎǘǎΩ ŀƴŘ ƳƻǾŜ ƻƴ ŦǊƻƳ ƴƛŎŜ ǇƛŎǘǳǊŜǎ ŀƴŘ ŀƴŀƭƻƎƛŜǎΦ 

Å We need to learn from incidents ς yes, but we would prefer to predict 
and avoid them ---if all else fails---?  

IŀǾŜ ǘƘŜ ǘƻƻƭǎ ƴŜŜŘŜŘ ŦƻǊ ά{ȅǎǘŜƳƛŎ wƛǎƪέ 
been developed yet? 
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