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Background
A Accidents used to be single site/ plant/
human error? E.g:Flixborough
A tragic but contained-
A Not any more! D
A Recently a tree in the Alps blacked It e A
Italy? T
A. dzyOSTASt RQa aly?2
Billion!

A A computer virus $tuxned knocked out a
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Risk Assessmerga Simple, Natural &
Process

Lt /{1t ASysik K’ Sisk Ghfit &cdelitS )

Three Mile Island; Responsible Operators stuck to
their posts taking actions to address an
emergency they thought they understood
wrong problem¢ made it a disaster.

Chernobyk Not so responsiple operators trying to
improve safety resourcesRA Ry Qi dzy RS N&
obtuse reactor dynamics!

Uberlingen Conflict between ATC and collision
Avoidance Radac¢ culture clash

Fukushima; Seismic and Tsunami?
Or-is it the Complexitythat done it?
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Adhb bh+9a. 9w MdpI wHanndps  ary3iats C
computer router in Salt Lake City failed. The glitch
cascaded, preventing air traffic control computers
nationwide from communicating. Hundreds of flights were
cancelled.

A 0On May 6, 2010, the Dow Jones industrial average
inexplicably plummeted almost 1,000 points in minutes,
only to mysteriously rise before the day ended. Had the
"flash crash" not reversed itself, a global financial
meltdown would have ensued.

A We humans have linked our destinies with our machines. A
Our technology has gotten so complex that we no longer 199 ‘
Oty dzyRSNREUGIYR Al 2N Fdf £ & UzWINE

Systems - Social
Legal and Ethical
Issues i RAE Sept 09

A (DANNY HILLIS? K I {i Qa&- Cygnipléxity Scientific American)
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A Systems are becoming more

Complex, Counter intuitive, ~oim . G5 ,
interactive and interdependent ’““”\\ R Pt
A At the same time our Communiations ; Ay rves
dependency on them is growing ,—— fmi“”f_.‘,;\___- 4
™

Transportation

A Risk Assessment methodologles \ / \
do not currently, adequately "/

consider these inter system = ":, e S
i 1 Banking & / “ F f// )
interdependencies F.m“.? \ m wam fre

A No easy way to determine [ / > V;"m___j;;ﬁ;’;{?”‘”
causeeffect or escalation oy Feter e T

center Legisative offices  SEVices

A Difficult to simulate
unprecedented events and plan
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So Howadorwe/do\Systemic Rls

Ala 21LJ12aSR (2 day2NXIf ¢
A The problem is that our modern, semi )
jdzk YGAGE OAGBS Wil A&aasi
have a number of commonly accepted
terms which can have a wide range ¢ == - 2

interpretations (divided by & common ... -
language?)! g SRRl :

A Threats, Hazards, Vulnerabilities, |
Defences, Protection, Resilience etc. .. ... 4.

A We understand, but can we differentiate
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A This is a classic , quantitative way of analysing a
system failure with Fault Trees and Event Trees

FAUDLT TREE EVEHNT TREE
(Causes ¥ {Consequences )
AWe can see and define Threats and consequend
etc. 2 | -
@.g . overprassure g
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Hazardouwus Even
(relea=ze of hazard) failure
Ve 2\ il ~ o LIRS 51
Ab 2 6=t S0 & AY LI A AU
ence offaults and c:use'j"-q,__ sequence ofevents and failures leading—
leading t6 a hazardous ewvent = | te the escalation ofa hazardous event 0
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ChK ‘Sowbie” RedhidblS ¢

Everythin’g_lfading up to thg

accident

P

Everything following the
Accident

EEE EE]

After the Kmat! (lealbeluge?)

¥

“ACCIDENT EVENT SEQUENCE

PRINCIPLE"

ONCE AN ACCIDENT SEQUENCE
BEGINS YOU NORMALLY HAVE NO

CONTROL OVER THE OUTCOME ....

THE CONSEQUENCES ARE OFTEN
A MATTER OF PURE CHANCE.
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ACCIDENT EVENT SEQUENCE
ACH OF FOUR MEN SLIP ON AN OIL PATCH

{T IS THE ACCIDENT [TSELF

NOT-THE RESULT
QLU L MR 0K \WHICH DETERMINES THE NEED
\
o FOR INVESTIGATION
_ & ¢
'Cdﬁﬁm %’(\\/SI %Mlggffeé% - MAY FRACTUE HIS SKuLL 10
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Cow w siMPLEY fdoaltTHESEe\RE ach/s Gk

A And srmrtaﬂlyyéumsﬁeanﬁ “fisA S y o &%
ArhetEffectifies &@depth@fS Neforited, onkeYoRtroRs$oktii K
i.e. The RightHdaad B BHS)
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MANAGEMENTUMPIACAMONS OF El
GO ZIE” BkA9IEM Tt ! w! 5|
o LHS: ReduceVULNERABILITaVoid the accident!)
Design out branches, ideally ensure inherent safety, limits
and boundaries ;Design in checks and balandésBS)
Wik{AMdE G KSYy gKIFG @2dz OFyQid O2
stop!
@ RHS; (Its going to happen)ensurBESIILENCE!

Barrier effectiveness/ performance checks, availability/
(maintainability), permeability, and degradation
(complacency, relevance/ credibility/(short) Cuts)

- Panic Button, Fail to Safety, ESD, Dump and Recover,
5SIFR YIyQa KIyRtSs (Adbagspy asS:
A K the cn}memmemesrar&:aﬁallyrseuioeﬂam fior Mitotst
dubvivediligNdD if ikddo W txdbni fodt!) ‘6 2°NJ A F Ay
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LHS Take awayitheceatises,
RedueceNidaeralility

| B[ B

0] I

ey

LHS &nh’afeiive N2 & & B
for all RIS pathway g Put up loariiers

] ]
ad ]
| |
X . |
] ]
] ]

A But how effectivecare thesBareiersréally?



Barriers atetthessame o i the™

Defects

- and fall asiinithesswiss/Gheest’
model!

Swiss(Gheese medel

,\‘<30f defence

Lines of Defence
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IntersystemmResponsibility?

A BP admitted today its managers on the Deepwater Horizon
missed key warning signs in the hours before the explosion
aboard the oil rig, but an internal investigation put much of
the blame on other companies involved in the well.

A A 234page report described eight main causes for the blast,
which killed 11 men and created an environmental disaster.

A But BP was accused of attempting to pass on the blame for
its conclusion that Transocean, the rig owner, and
Halliburton, which carried out cement work, shared much of
the responsibility.

A Simon Rogersiuardian.co.Uknursday o september 2010 11,31 8T
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http://www.guardian.co.uk/profile/simonrogers
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G2NRy3I¢ 1AYR 2
casing. (Hard, Extant, Unrevealed
Drill pipe NRV failed. (Hard, Design)
{GFFF aYAaNBlI R ¢
(Soft, Human, Procedures, Training)
Rig crew did not recognise the (oil & ga
influx (Soft, Human, Training)

At the surfacec flow diverter failed to
dump oil and gas overboard(Hard,
Design, Management of Change)

Oil and gas vented directly on to the rig
(drilling floor)( Hard, Design)

Fire Detection/Prevention system failed

cal tt2eAy3a FflFYYIO

SyairyS Nez2yvyaé¢ ol 1

¢CKS aFFAfar¥FSe ofz

Stack) failed. Fire prevented remote

shutdown but the BOP had flat
batteries and a faulty solenoid anyway.
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Wall Monitoring
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Adapted from James Reascn {Hampshire Ashgate Publishing Limited, 1997)
Figure 1. Barriers Breached and the Relationship of Barriers to the Critical Factors.

From the BRP:Report
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Design/implications pfihe Boyitie E
and Batniets PRaradigm
- If the Bloweut istthexdsnot

@ LHSs Reduee WULNERABIV ITYo(avoiddhesaecident!)

Design out branches, ideally ensure inherent safety, limits
and boundaries

Design in checks and balances.

@ RHS: (Its going to happen)censure RESHAENCE!

Effectiveness checks(performance criteria), availability
(maintainability), permeability, and degradation
(complacency, relevance/ credibility/(short) Cuts)

-ldeally Fail to Safety, Redundancy, ESD, Dump and Recovery

A If the conseguencesraneaealiysenioaPlan for Miotst
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Integrity Testing

Well Monitoring
Well:Control Response
BOP Eniergency;Opsration
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3 ANDFIRE

Pressure

Adapted from James Reascn {Hampshire Ashgate Publishing Limited, 1997)
Figure 1. Barriers Breached and the Relationship of Barriers to the Critical Factors.
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ICARDIFF

s

BP project-had LHS:Barriers; (to/reduée
their vulnerability, of Three kinels)
LG gFa RSaAAIYSR (G2 SyadNB
AYFrOAtAU@EHO. F NNASNR MIHO
. There was a range of instrumentation, procedures,
training and designated management responsibilities
uz YZ2YAU2NE OKSO]l FYR laa
behaviour(Barriers 3&4)
. ¢KSNB 4+a I RSRAOFUGSR a. f
cabin, full time operator, instrumentation and o
SYSNHSYyOe gIrt@dgSa 02 LINBUS
(Barriers 5&6)

But ---Design, construction, systems and procedures all

failed --- it was (de facto?) very VULNERABLEE?

'CARDIFF

again three Kinds

. Fire and Gas Detection, and Ignition
prevention/suppression to avoid Fire, (Barrier 7
aKz2zgy UKS gNRYy3d aARS 27F
. Emergency Procedures/drill® Isolate/ disperse

potential casualties ( note it worked for support
vessels) (Barrier ? unclaimed)

3. Subsea wellhead BOP valves to seal in the well.
Again all failed , so they were highly Vulnerable and as it

turned out also had no effective defences(B8)
= ZetoRRafdiance?
How can that be?

What mouse was eating their CHEESE?
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Context?

A There are a number of incidents (Flixborough, Chernobyl, 3 Mile
Island, Exxon Valdez, Buncefield, etc.) which have such an impact
that it changes the way the public views, (Trusts?), those
industries and those of us involved in their design, operation, risk
management, prevention and regulation; all of which,
apparently/(demonstrably!) proved inadequate.

A The BP report on the accident sheds some light on the factual and
physical elements in play, but is written, inevitably and
understandably with one eye on the looming litigation and (over)
simplified for ease of reading.

A This presentation argues, however, that dumbing down the
challenges and complexity of the analysis publicly presented, to
the level of simplistic concepts of an earlier era, does not inspire
the confidence we need to restore; that we nevertheless do now
have the tools and expertise required to learn and apply the
lessons learned.

Too Simple?

A Have we gone overboard to oversimplify?

ALQY y24 ySOSaalNAfte t221Ay3 F2N S
trees and event trees here!

A But, there are better ways used routinely by many companies with
significant issues and liabilities from their day to day operations, which
could throw more light on how on earth all these barriers decided to fail
together, at the most unfortunate time.

A One of these approaches ACCIMAPS (Rasmussen), even utilises BOW
¢LO{ FYR wSlFazyQa .!wwL9w{ X 0dzu
Dimensional Cause/ Effect structures;

and can fail through both Equipment and Human failings;

As well as Neglect (Unrevealed), Complacency and Ignorance;

As well as buckling under Environmental, Economic, Political and
Corporate pressures. (e.g. Challenger Space Shuttle)

To Io o

17/11/2011
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Example: Arson Attack

Offender enters unsecured rear door to light fire)

INADEQUATE adequate training i
OVERSIGHT L ECUTity O }
. o
3 ’\ verload j [
6—— NAPPROPRIATE  Rear door left oper
BEHAVIORS S0 brovide akfon

Nyt : k \

Figure 20: Example of human factors as swiss-cheese barriers
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ACCIMAPSA 2D Analysis of incidents!
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So \Whatiis therRelevance to/thiss
Incident?

A In this case the company needs to look again at the effect of pressures
affecting human performance in that environment.

A Economic and (lack of?) Regulatory pressures need also to be identified
and their mode of influence recognised.

A 1t was almost certainly not the result of the sudden, simultaneous and
statistically improbable failure of 8 completely independent
Barriers!(extant fail and unrevealed)

A But we do need to recognise their inherent complexity as more than
AAYLX S JlawiSE ey OKSSasSé . F NNASNARH
A28 ySSR (2 dzasS aadlrdS 2F GKS I NI¢

LINE2SOG&AQ YR Y2@8S 2y FNBY yAO0S L

A We need to learn from incidents yes, but we would prefer to predict
and avoid them--f all else fails--?

HdveDIS todisk&Sdedif@ 25fsta
been developed yet?
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